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1
Decision/action requested

This paper proposes a key issue on UP security between eRemote UE and network based on SA1 requirement and agreed protocol of RAN2.
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3
Rationale

Based on the description of SA1, 

”The Evolved ProSe Remote UE will be visible to and controlled by the 3GPP network when connected via an Evolved ProSe UE-to-Network Relay.” 

“The 3GPP network shall be able to identify, authenticate, address and reach an Evolved ProSe Remote UE when it accesses the 3GPP network via an Indirect 3GPP Communication.”
For R13 layer-3 Relay, Remote UE is invisible to the network, so no context is allocated for the R13 Remote UE. The Remote UE’data is encapsulated and transferred through Relay UE’ PDN connection, there is no security particularly for Remote UE. However, for R15 layer-2 eRelay, the network shall be able to manage the eRemote UE accessing network indirectely and establish bearer for transferring data of eRemote UE. 

User plane protocol examples for a layer-2 evolved UE-to-Network Relay (PC5 and non-3GPP access) defined by RAN2 in 36.746 are as following:

 
[image: image1.emf]Remote UE 1 

L2 Relay UE eNB

IP

PDCP(Uu) 

Adaptation

RLC(PC5) 

MAC(PC5) 

RLC(PC5)  RLC(Uu) 

AdaptationAdaptation

PHY(PC5) 

PC5

PDCP(Uu) 

GTP-U

UDP/IP

CN

Uu (for Downlink and Uplink) S1-U/S5/S8 (for remote UE 1)

L1/L2

GTP-U

UDP/IP

L1/L2

IP 

MAC(PC5) 

PHY(PC5) 

MAC(Uu) 

PHY(Uu) 

RLC(Uu) 

MAC(Uu) 

PHY(Uu) 

Adaptation


PC5


[image: image2.emf]Remote UE 1 

L2 Relay UE eNB

IP

PDCP(Uu) 

Adaptation

Non-3GPP L1/L2

RLC(Uu) 

AdaptationAdaptation

Non-3GPP Link (e.g. WiFi)

PDCP(Uu) 

CN

S1-U/S5/S8 (for remote UE 1)

L1/L2

GTP-U

UDP/IP

L1/L2

IP 

Non-3GPP 

L1/L2

MAC(Uu) 

PHY(Uu) 

RLC(Uu) 

MAC(Uu) 

PHY(Uu) 

Adaptation

UDP/IP

GTP-U

Uu (for Downlink and Uplink)


non-3GPP access
From the protocol no matter the lower layer uses D2D or Non-3GPP technology, the IP package of eRemote UE is encapsulated by PDCP layer and transferred to eNB via layer-2 eRelay UE. At PDCP layer the data is transparent to the eRelay UE. Consistent with LTE the data shall securely protected between eRemote UE and the eNB, e.g.at least confidentiality protected. 
4
Detailed proposal
X.y        Key Issues on security of UP between eRemote UE and network
X.y.1
Issue detail
In R15 evolved ProSe UE-to-Network Relay, the network shall be able to identify, address, authenticate and reach eRemote UE when it accesses to network indirectly. Based on the user plane protocols defined in TR 36.746, the IP package of eRemote UE is encapsulated by PDCP layer and transferred to eNB via layer-2 eRelay UE. At PDCP layer the data is transparent to the eRelay UE. Consistent with LTE the data shall securely protected between eRemote UE and the eNB, e.g.at least confidentiality protected. 
As there is no integrity protection on Uu interface in LTE, it is proposed not to support integrity protection between eRemote UE and eNB. 
X.1.2 Security threats
User traffic that is not confidentiality protected or protected with a weak confidentiality algorithm at the PCDP layer risk being exposed to interception by attacker (e.g. a misbehaving eRelay UE). 
X.1.3 Potential security requirements
-
Confidentiality protection is mandatory to support and mandatory to use for user plane between eRemote UE and eNB, which is in accord with LTE.
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